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Adding the self-signed certificate as trusted to a browser

Install SSL certificate from an untrusted website into the Certificates snap-in using IE
Please read the following contents carefully

1. The browser informs you of a problem with the security certificate of the website.

l@ There is a problem with this website's security certificate,

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
SEIVET.

We recommend that you close this webpage and do not continue to this website.
@ o 4
Click here to close this webpage.

W Continue to this website (not recommended).

= More information

(Untrusted Certificate window)

2.1.Select the Continue to this website (not recommended) link. The Certificate Error message appears in the address
bar.

3.2. Click Certificate Error.

@ hitps/127.001/indechtml O + @ Certificate... &
The Untrusted Certificate window opens. el

'@' Untrusted Certificate

The security certificate presented by this
website was not issued by a trusted
certificate authority.

This problemn might indicate an attempt to
fool you or intercept any data you send to
the server,

We recommend that you close this webpage.

About certificate errors

View certificates

(Untrusted Certificate window)
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4.3. Select the View certificates link.

The Certificate window opens with information for
example about the Kaspersky Cyber Trace certificate.

2026.05.13

Certificate

[l

General |Deiﬁils | Certification Path

r@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:

127.0.0.1

Issued by: 127.0.0.1

Valid from 6/ 29/ 2018 to &/ 29/ 2019

(Certificate window)

5.4. Select the Details tab, and then click Copy to File to create a local copy of the certificate.

The Certificate Export Wizard starts.
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Certificate Export Wizard

==

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Mext.

< Back [ Next > ] ’ Cancel

(Certificate Export Wizard)
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6.5. Follow the Wizard instructions.

Use the default Wizard settings during the certificate

export.

To start the certificate import process through Microsoft
Management Console (MMC):

1.1. From the Search box, navigate to the Run box, and

then enter mmc.

You can now run MMC as Administrator.

2.2. In the MMC-based console that opens, select File => Add/Remove Snap-in.

Censclel - [Consele Root]

Action  View Favorites  Window Help

& New

Save As...

Add/Remove Snap-in...
Options...

1 ChWindows\...\compmgmt.msc

Exit

= Run
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= Type the name of a program, folder, document, or Internet

resource, and Windows will open it for you.

Open:

-

B This task will be created with administrative privileges.

oK Cancel

‘ [ Browse...

(Running the MMC)

el s

- || &%

There are no items to show in this view.

(Selecting Add/Remove Snap-in)

The Add or Remove Snap-ins window opens.

3.3. In the Available snap-
ins list, select Certificates,
and then click Add.

TheCertificates snap-
in window opens.

4.4. Select Computer
account, and then
click Next.
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Add or Remove Snap-ins

Actions
Console Root

More Actions

[

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins:

Snap-n Vendar i
=" ActiveX Control Microsoft Cor...
Auﬁﬂorizaﬁnn Manager Microsoft Cor...
I:ﬁj Microsoft Cor... |z
W, Component Services Microsoft Cor...
;é' Computer Managem... Microsoft Cor...
= Device Manager Microsoft Cor... | -
=7 Disk Management Microsoft and...
Q Event Viewer Microsoft Cor...
| Folder Microsoft Cor...
|=f Group Policy Object ... Microsoft Cor...
@ IF Security Manitor Microsoft Cor...
@ IP Security Policy M...  Microsoft Car...
£ Link to Web Address  Microsoft Cor... _
- . L + - - o
Description:

Selected snap-ns:

_| Console Root

Edit Extensions...

Advanced...

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

(Adding a certificate snap-in)

3]

[ o

]’ Cancel ]
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In the Select Computer window that opens, click Finish.

Selecting Local computer

5.5. In the tree pane, select Certificates (Local
Computer) => rusted Root Certification Authorities,
right-click Certificates, and then select All Tasks =>
Import.

The Certificate Import Wizard starts.

Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authaorities]
File Action Window Help

e=s|x1E o= HE

View Favorites

HOW TO ADD SELF-SIGNED -CERTIFICATE

2026.05.13

Certificates snap-in

Thiz snap-n will always manage certificates for:
() My user account
() Service account

(@) Computer account

< Back [ MNext > ][ Cancel

(Selecting Computer account)

X5

Select Computer

Select the computer you want this snap-n to manage.
This snap-in will always manage:
@) Local computer: {the computer this console is running on)

(71 Another computer: Browse. ..

[ Allow the selected computer to be changed when launching from the command line. This
aonly applies f you save the console.

[ <Back || Fnsh | [ Cancel

(Selecting Local computer)

ol =s

= [ &) ®

| Conscle Root
a ‘q}J Certificates (Local Computer)
_| Personal
4 | Trusted Root Certification Authoriti

Object Type
| Certificates

| Certifi
~| Enterprise All Tasks L4 L Import... .
7 Intermedi New Window from Here
~| Trusted P
_| Untrusted Refresh
| Third-Par|
~| Trusted P Help
_| Remote Desktop

~| Certificate Enrollment Requests
| Smart Card Trusted Roots
| Trusted Devices

Actions
Trusted Root Certification Authorities -

More Actions

(Selecting Import)
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To add the saved certificate to the Trusted Root Certification Authorities store:

1.1. On the Welcome page of the Wizard,
click Next.

2.2. Click Browse and select the certificate
that was saved in the "To make the self-
signed certificate for Kaspersky CyberTrace
Web trusted when using Internet Explorer:'
procedure above.

3.3. On the next page of the Certificate
Import Wizard, click Next.
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Certificate Import Wizard @

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
ists, and certificate revocation lists from your disk to a

o
4 “ﬁ?] certificate store.
& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwaork
connections. A certificate store is the system area where
certificates are kept.

To continue, didk Mext.

(Certificate Import Wizard)

Certificate Import Wizard @

File to Import
Specify the file you want to impart.

File name:

g==) Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchanage- PECS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7E)

Microsoft Serialized Certificate Store {.55T)

Learn more about certificate file formats

< Back ” Mext = ][ Cancel

(Importing the previously saved certificate)
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4. On the last page of the Certificate Import Wizard,
click Finish.

5.5. Close the MMC-based console and restart the
browser.

The security problem (untrusted certificate) is
resolved, as shown in the figure below.
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Certificate Import Wizard @

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(@ Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn more about certificate stores

[ < Back ” Next = l[ Cancel ]

(Selecting a certificate store)

Certificate Import Wizard \E\

Completing the Certificate Import
Wizard

1
g | The certificate will be imported after you dick Finish,

E:_.:]? You have spedfied the following settings:
Certificate Store Selected by User Trusted Root Certifice
Content Certificate

] i | 3

< Back “ Finish ] [ Cancel
(Completing the certificate import)
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@ https://127.0.0.1 findex.htmi
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Website Identification

127.001 has identified this site as:
127.001
This connection to the server is encrypted.

Should I trust this site?

View certificates

p-ac

(Website identification)
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